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Abstract: In this paper, we introduce an innovative approach for joint diagnosis of sensor
and actuator faults in autonomous ships, leveraging an adaptive extended Kalman filter
enriched with a forgetting factor. The fundamental concept involves filtering and augmenting
measurements from the sensor systems into the ships’ state space model. This method is
designed to enhance the accuracy of the diagnostic process by dynamically adapting to changes
in the sensor’s behavior over time. To validate the efficacy of our proposed method, we
conduct numerical simulations. Through these simulations, we aim to demonstrate the practical
applicability and reliability of our approach in real-world scenarios, emphasizing its potential
for enhancing the fault diagnosis capabilities of autonomous ships.
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1. INTRODUCTION

1.1 Motivation

Malfunctions and failures in both sensors and actuators
can pose substantial threats to operational safety. Sen-
sors are prone to degradation over time, stemming from
wear and tear induced by exposure to harsh environmen-
tal conditions, mechanical stress, or chemical corrosion,
ultimately resulting in diminished accuracy or complete
failure as highlighted by Pan et al. (2021). Additionally,
sensors often necessitate periodic calibration for accuracy
maintenance, and the absence of such calibration can
lead to measurement drift, rendering the collected data
unreliable. Furthermore, the reliance of many sensors on
electronic components, such as transistors and microchips,
introduces the risk of malfunction due to manufactur-
ing defects or electrical issues, potentially rendering the
entire sensor non-functional. On the other hand, actua-
tors, involving moving parts, are susceptible to mechanical
wear and can succumb to breakdowns caused by friction,
stress, and fatigue within their mechanical components.
The electronic control systems governing actuators may
also experience failures, whether attributable to electrical
faults, software bugs, or communication issues between the
control unit and the actuator. In scenarios where sensors
and actuators play a pivotal role in controlling safety-
critical systems, such as in autonomous vessels, failures
can pose significant risks to both individuals and the
environment (Kordestani et al., 2021; Hasan et al., 2024).

Figure 1 depicts an illustrative schematic diagram high-
lighting potential sensor and actuator faults that may
impact the performance of autonomous ships. In this
scenario, the faults can be identified through the com-
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putation of the residual, which is the difference between
the measured sensor output and the expected model out-
put. Subsequently, an estimation algorithm utilizes this
residual, employing calculations for state and fault gains.
These computations enable the algorithm to estimate the
magnitude of both sensor and actuator faults, contributing
to the diagnosis and assessment of the overall system
performance. This method aids in identifying and address-
ing potential issues that could affect the autonomy and
reliability of the ships.

1.2 Related Works

Fault diagnosis is crucial for maintaining the reliability and
performance of autonomous ships. Timely detection and
resolution of faults are essential to prevent system fail-
ures through fault-tolerant control, minimize downtime,
and optimize operational efficiency (Blanke and Nguyen,
2018). Fault diagnosis can be approached through three
methods: data-driven, model-based, or a hybrid of both
(Darvishi et al., 2021, 2023b). In data-driven fault di-
agnosis, extensive datasets from embedded sensors are
analyzed using machine learning algorithms, such as neural
networks and support vector machines (Diget et al., 2022;
Gonzalez-Jimenez et al., 2021; Lei et al., 2020; Darvishi
et al., 2023a). The goal is to identify patterns in the
data that indicate potential faults, allowing for automated
anomaly detection and timely intervention. However, chal-
lenges include managing large volumes of data, ensuring
data quality, and interpreting complex data patterns (Mol-
nar et al., 2020). The success of data-driven fault diagnosis
depends on continuous improvement and adaptation of
machine learning models to evolving datasets, integrating
them effectively into the operational context (Dalzochio
et al., 2020). Model-based fault diagnosis constructs a
mathematical representation of the systems (Hasan et al.,
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putation of the residual, which is the difference between
the measured sensor output and the expected model out-
put. Subsequently, an estimation algorithm utilizes this
residual, employing calculations for state and fault gains.
These computations enable the algorithm to estimate the
magnitude of both sensor and actuator faults, contributing
to the diagnosis and assessment of the overall system
performance. This method aids in identifying and address-
ing potential issues that could affect the autonomy and
reliability of the ships.

1.2 Related Works

Fault diagnosis is crucial for maintaining the reliability and
performance of autonomous ships. Timely detection and
resolution of faults are essential to prevent system fail-
ures through fault-tolerant control, minimize downtime,
and optimize operational efficiency (Blanke and Nguyen,
2018). Fault diagnosis can be approached through three
methods: data-driven, model-based, or a hybrid of both
(Darvishi et al., 2021, 2023b). In data-driven fault di-
agnosis, extensive datasets from embedded sensors are
analyzed using machine learning algorithms, such as neural
networks and support vector machines (Diget et al., 2022;
Gonzalez-Jimenez et al., 2021; Lei et al., 2020; Darvishi
et al., 2023a). The goal is to identify patterns in the
data that indicate potential faults, allowing for automated
anomaly detection and timely intervention. However, chal-
lenges include managing large volumes of data, ensuring
data quality, and interpreting complex data patterns (Mol-
nar et al., 2020). The success of data-driven fault diagnosis
depends on continuous improvement and adaptation of
machine learning models to evolving datasets, integrating
them effectively into the operational context (Dalzochio
et al., 2020). Model-based fault diagnosis constructs a
mathematical representation of the systems (Hasan et al.,
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putation of the residual, which is the difference between
the measured sensor output and the expected model out-
put. Subsequently, an estimation algorithm utilizes this
residual, employing calculations for state and fault gains.
These computations enable the algorithm to estimate the
magnitude of both sensor and actuator faults, contributing
to the diagnosis and assessment of the overall system
performance. This method aids in identifying and address-
ing potential issues that could affect the autonomy and
reliability of the ships.

1.2 Related Works

Fault diagnosis is crucial for maintaining the reliability and
performance of autonomous ships. Timely detection and
resolution of faults are essential to prevent system fail-
ures through fault-tolerant control, minimize downtime,
and optimize operational efficiency (Blanke and Nguyen,
2018). Fault diagnosis can be approached through three
methods: data-driven, model-based, or a hybrid of both
(Darvishi et al., 2021, 2023b). In data-driven fault di-
agnosis, extensive datasets from embedded sensors are
analyzed using machine learning algorithms, such as neural
networks and support vector machines (Diget et al., 2022;
Gonzalez-Jimenez et al., 2021; Lei et al., 2020; Darvishi
et al., 2023a). The goal is to identify patterns in the
data that indicate potential faults, allowing for automated
anomaly detection and timely intervention. However, chal-
lenges include managing large volumes of data, ensuring
data quality, and interpreting complex data patterns (Mol-
nar et al., 2020). The success of data-driven fault diagnosis
depends on continuous improvement and adaptation of
machine learning models to evolving datasets, integrating
them effectively into the operational context (Dalzochio
et al., 2020). Model-based fault diagnosis constructs a
mathematical representation of the systems (Hasan et al.,
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Ålesund, Norway, (e-mail: agus.hasan,pierluigi.salvorossi@ntnu.no).

Abstract: In this paper, we introduce an innovative approach for joint diagnosis of sensor
and actuator faults in autonomous ships, leveraging an adaptive extended Kalman filter
enriched with a forgetting factor. The fundamental concept involves filtering and augmenting
measurements from the sensor systems into the ships’ state space model. This method is
designed to enhance the accuracy of the diagnostic process by dynamically adapting to changes
in the sensor’s behavior over time. To validate the efficacy of our proposed method, we
conduct numerical simulations. Through these simulations, we aim to demonstrate the practical
applicability and reliability of our approach in real-world scenarios, emphasizing its potential
for enhancing the fault diagnosis capabilities of autonomous ships.

Keywords: Autonomous ships, fault diagnosis, adaptive extended Kalman filter.

1. INTRODUCTION

1.1 Motivation

Malfunctions and failures in both sensors and actuators
can pose substantial threats to operational safety. Sen-
sors are prone to degradation over time, stemming from
wear and tear induced by exposure to harsh environmen-
tal conditions, mechanical stress, or chemical corrosion,
ultimately resulting in diminished accuracy or complete
failure as highlighted by Pan et al. (2021). Additionally,
sensors often necessitate periodic calibration for accuracy
maintenance, and the absence of such calibration can
lead to measurement drift, rendering the collected data
unreliable. Furthermore, the reliance of many sensors on
electronic components, such as transistors and microchips,
introduces the risk of malfunction due to manufactur-
ing defects or electrical issues, potentially rendering the
entire sensor non-functional. On the other hand, actua-
tors, involving moving parts, are susceptible to mechanical
wear and can succumb to breakdowns caused by friction,
stress, and fatigue within their mechanical components.
The electronic control systems governing actuators may
also experience failures, whether attributable to electrical
faults, software bugs, or communication issues between the
control unit and the actuator. In scenarios where sensors
and actuators play a pivotal role in controlling safety-
critical systems, such as in autonomous vessels, failures
can pose significant risks to both individuals and the
environment (Kordestani et al., 2021; Hasan et al., 2024).

Figure 1 depicts an illustrative schematic diagram high-
lighting potential sensor and actuator faults that may
impact the performance of autonomous ships. In this
scenario, the faults can be identified through the com-

⋆ This work is partially supported by Equinor ASA.

putation of the residual, which is the difference between
the measured sensor output and the expected model out-
put. Subsequently, an estimation algorithm utilizes this
residual, employing calculations for state and fault gains.
These computations enable the algorithm to estimate the
magnitude of both sensor and actuator faults, contributing
to the diagnosis and assessment of the overall system
performance. This method aids in identifying and address-
ing potential issues that could affect the autonomy and
reliability of the ships.

1.2 Related Works

Fault diagnosis is crucial for maintaining the reliability and
performance of autonomous ships. Timely detection and
resolution of faults are essential to prevent system fail-
ures through fault-tolerant control, minimize downtime,
and optimize operational efficiency (Blanke and Nguyen,
2018). Fault diagnosis can be approached through three
methods: data-driven, model-based, or a hybrid of both
(Darvishi et al., 2021, 2023b). In data-driven fault di-
agnosis, extensive datasets from embedded sensors are
analyzed using machine learning algorithms, such as neural
networks and support vector machines (Diget et al., 2022;
Gonzalez-Jimenez et al., 2021; Lei et al., 2020; Darvishi
et al., 2023a). The goal is to identify patterns in the
data that indicate potential faults, allowing for automated
anomaly detection and timely intervention. However, chal-
lenges include managing large volumes of data, ensuring
data quality, and interpreting complex data patterns (Mol-
nar et al., 2020). The success of data-driven fault diagnosis
depends on continuous improvement and adaptation of
machine learning models to evolving datasets, integrating
them effectively into the operational context (Dalzochio
et al., 2020). Model-based fault diagnosis constructs a
mathematical representation of the systems (Hasan et al.,
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putation of the residual, which is the difference between
the measured sensor output and the expected model out-
put. Subsequently, an estimation algorithm utilizes this
residual, employing calculations for state and fault gains.
These computations enable the algorithm to estimate the
magnitude of both sensor and actuator faults, contributing
to the diagnosis and assessment of the overall system
performance. This method aids in identifying and address-
ing potential issues that could affect the autonomy and
reliability of the ships.

1.2 Related Works

Fault diagnosis is crucial for maintaining the reliability and
performance of autonomous ships. Timely detection and
resolution of faults are essential to prevent system fail-
ures through fault-tolerant control, minimize downtime,
and optimize operational efficiency (Blanke and Nguyen,
2018). Fault diagnosis can be approached through three
methods: data-driven, model-based, or a hybrid of both
(Darvishi et al., 2021, 2023b). In data-driven fault di-
agnosis, extensive datasets from embedded sensors are
analyzed using machine learning algorithms, such as neural
networks and support vector machines (Diget et al., 2022;
Gonzalez-Jimenez et al., 2021; Lei et al., 2020; Darvishi
et al., 2023a). The goal is to identify patterns in the
data that indicate potential faults, allowing for automated
anomaly detection and timely intervention. However, chal-
lenges include managing large volumes of data, ensuring
data quality, and interpreting complex data patterns (Mol-
nar et al., 2020). The success of data-driven fault diagnosis
depends on continuous improvement and adaptation of
machine learning models to evolving datasets, integrating
them effectively into the operational context (Dalzochio
et al., 2020). Model-based fault diagnosis constructs a
mathematical representation of the systems (Hasan et al.,
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data that indicate potential faults, allowing for automated
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lenges include managing large volumes of data, ensuring
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nar et al., 2020). The success of data-driven fault diagnosis
depends on continuous improvement and adaptation of
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impact the performance of autonomous ships. In this
scenario, the faults can be identified through the com-
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putation of the residual, which is the difference between
the measured sensor output and the expected model out-
put. Subsequently, an estimation algorithm utilizes this
residual, employing calculations for state and fault gains.
These computations enable the algorithm to estimate the
magnitude of both sensor and actuator faults, contributing
to the diagnosis and assessment of the overall system
performance. This method aids in identifying and address-
ing potential issues that could affect the autonomy and
reliability of the ships.

1.2 Related Works

Fault diagnosis is crucial for maintaining the reliability and
performance of autonomous ships. Timely detection and
resolution of faults are essential to prevent system fail-
ures through fault-tolerant control, minimize downtime,
and optimize operational efficiency (Blanke and Nguyen,
2018). Fault diagnosis can be approached through three
methods: data-driven, model-based, or a hybrid of both
(Darvishi et al., 2021, 2023b). In data-driven fault di-
agnosis, extensive datasets from embedded sensors are
analyzed using machine learning algorithms, such as neural
networks and support vector machines (Diget et al., 2022;
Gonzalez-Jimenez et al., 2021; Lei et al., 2020; Darvishi
et al., 2023a). The goal is to identify patterns in the
data that indicate potential faults, allowing for automated
anomaly detection and timely intervention. However, chal-
lenges include managing large volumes of data, ensuring
data quality, and interpreting complex data patterns (Mol-
nar et al., 2020). The success of data-driven fault diagnosis
depends on continuous improvement and adaptation of
machine learning models to evolving datasets, integrating
them effectively into the operational context (Dalzochio
et al., 2020). Model-based fault diagnosis constructs a
mathematical representation of the systems (Hasan et al.,
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failure as highlighted by Pan et al. (2021). Additionally,
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maintenance, and the absence of such calibration can
lead to measurement drift, rendering the collected data
unreliable. Furthermore, the reliance of many sensors on
electronic components, such as transistors and microchips,
introduces the risk of malfunction due to manufactur-
ing defects or electrical issues, potentially rendering the
entire sensor non-functional. On the other hand, actua-
tors, involving moving parts, are susceptible to mechanical
wear and can succumb to breakdowns caused by friction,
stress, and fatigue within their mechanical components.
The electronic control systems governing actuators may
also experience failures, whether attributable to electrical
faults, software bugs, or communication issues between the
control unit and the actuator. In scenarios where sensors
and actuators play a pivotal role in controlling safety-
critical systems, such as in autonomous vessels, failures
can pose significant risks to both individuals and the
environment (Kordestani et al., 2021; Hasan et al., 2024).

Figure 1 depicts an illustrative schematic diagram high-
lighting potential sensor and actuator faults that may
impact the performance of autonomous ships. In this
scenario, the faults can be identified through the com-
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putation of the residual, which is the difference between
the measured sensor output and the expected model out-
put. Subsequently, an estimation algorithm utilizes this
residual, employing calculations for state and fault gains.
These computations enable the algorithm to estimate the
magnitude of both sensor and actuator faults, contributing
to the diagnosis and assessment of the overall system
performance. This method aids in identifying and address-
ing potential issues that could affect the autonomy and
reliability of the ships.

1.2 Related Works

Fault diagnosis is crucial for maintaining the reliability and
performance of autonomous ships. Timely detection and
resolution of faults are essential to prevent system fail-
ures through fault-tolerant control, minimize downtime,
and optimize operational efficiency (Blanke and Nguyen,
2018). Fault diagnosis can be approached through three
methods: data-driven, model-based, or a hybrid of both
(Darvishi et al., 2021, 2023b). In data-driven fault di-
agnosis, extensive datasets from embedded sensors are
analyzed using machine learning algorithms, such as neural
networks and support vector machines (Diget et al., 2022;
Gonzalez-Jimenez et al., 2021; Lei et al., 2020; Darvishi
et al., 2023a). The goal is to identify patterns in the
data that indicate potential faults, allowing for automated
anomaly detection and timely intervention. However, chal-
lenges include managing large volumes of data, ensuring
data quality, and interpreting complex data patterns (Mol-
nar et al., 2020). The success of data-driven fault diagnosis
depends on continuous improvement and adaptation of
machine learning models to evolving datasets, integrating
them effectively into the operational context (Dalzochio
et al., 2020). Model-based fault diagnosis constructs a
mathematical representation of the systems (Hasan et al.,
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Fig. 1. A schematic representation illustrating the introduction of actuator and sensor faults into autonomous ships.

2023a). This representation, often in the form of math-
ematical models or equations, captures the expected be-
havior under normal operating conditions. By comparing
predicted behavior with observed behavior, discrepancies
serve as indicators of potential faults or anomalies (Schmid
et al., 2021). This approach provides detailed insights into
system dynamics and facilitates precise fault detection.
However, its effectiveness relies on the accuracy of the
mathematical model, requiring a thorough understanding
of the system’s dynamics and continuous maintenance
and updating of the model over time. Model-based fault
diagnosis may face challenges in capturing complex and
dynamic behaviors accurately (Habibi et al., 2019). Hy-
brid fault diagnosis integrates aspects of both data-driven
and model-based methodologies to create a more robust
system (Wilhelm et al., 2021; Hasan et al., 2023c,b). This
approach leverages the flexibility of data-driven techniques
for analyzing vast datasets and identifying patterns, while
incorporating structured insights from model-based meth-
ods. The combination aims to enhance fault diagnosis per-
formance, especially in scenarios where developing compre-
hensive models is challenging or data is inherently noisy
and complex. In a hybrid system, machine learning algo-
rithms analyze sensor data, while a mathematical model
provides structured insights into system dynamics. The
synergy achieved is advantageous in addressing real-world
complexities, improving accuracy, and maintaining overall
system reliability. However, implementing a hybrid fault
diagnosis system requires careful consideration of integra-
tion between data-driven and model-based components,
emphasizing attention to system architecture, algorithm
selection, and continuous validation. Despite challenges,
the hybrid approach holds promise in fault diagnosis re-
search, offering a versatile solution for diverse operational
scenarios (Bhagavathi et al., 2023; Jin et al., 2023).

1.3 Contribution of this Paper

This paper introduces an innovative method contributing
to the joint diagnosis of sensor and actuator faults in
autonomous systems, employing a hybrid approach that
integrates both model-based and data-driven elements.
The hybrid approach combines the strengths of models and
data for a more comprehensive fault diagnosis strategy. In
pursuit of this, we present the development of an adaptive
extended Kalman filter algorithm enhanced with a forget-
ting factor. This adaptive filter is designed to estimate the
magnitude of faults in both sensors and actuators, pro-
viding a robust and accurate diagnostic tool for ensuring

the reliability and performance of autonomous systems.
Numerical simulations are presented to demonstrate the
efficacy of the proposed method.

1.4 Organization of this Paper

The structure of this paper unfolds as follows. Section
1 encompasses the motivation, related works, and the
contributions made in this paper. Formulation of the
problem is addressed in Section 2. The fault diagnosis
algorithm based on the adaptive extended Kalman filter
is detailed in Section 3. Section 4 provides insights into
the numerical simulation, while the concluding remarks
are presented in Section 5.

2. PROBLEM FORMULATION

In this section, we delve into the exploration of dynamic
models that capture the behavior of autonomous ships.
These models are mathematically formulated as the fol-
lowing systems:

xk =Akxk−1 + f(xk−1) +Bkuk +Φkθa +wk (1)

yk =Ckxk +Ψkθs + vk (2)

Here, xk ∈ Rn represents the state vector at time step k,
which evolves based on a dynamic matrix Ak ∈ Rn×n, a
nonlinear function f ∈ Rn, a control input uk ∈ Rp, an
actuator fault matrix Φk ∈ Rn×p, and additive noise wk ∈
Rn. The output vector yk ∈ Rm is obtained by applying
a measurement matrix Ck ∈ Rm×n to the state vector
xk, augmented by a sensor fault matrix Ψk ∈ Rm×m and
measurement noise vk ∈ Rm.

If Φk = −Bkdiag(uk), then the actuator fault parameter
θa ∈ Rp can be conceptualized as indicative of a loss in
control effectiveness within the autonomous ship system.
This parameter captures deviations from the expected
performance of the actuators, signifying potential impair-
ments in the ability to manipulate and guide the ship’s
movements accurately. On the other hand, the sensor fault
parameter θs ∈ Rm encompasses a broader spectrum of
potential issues. It can arise from various sources, includ-
ing drift, bias, noise, and freeze. Drift refers to gradual and
systematic shifts in sensor readings over time, introducing
inaccuracies in measurements. Bias represents persistent
offsets in sensor outputs from their true values, influenc-
ing the overall accuracy of the data. Noise manifests as
random fluctuations in sensor readings, contributing to

uncertainty and potential misinterpretation of the envi-
ronment. Freeze denotes a temporary cessation or unre-
sponsiveness in sensor functionality, further complicating
the accurate perception of the ship’s surroundings. These
fault parameters play a critical role in characterizing and
quantifying the deviations from the expected behavior of
both actuators and sensors. Understanding the implica-
tions of θa and θs allows for a comprehensive assessment of
potential challenges and vulnerabilities in the autonomous
ship system. Addressing and mitigating these fault param-
eters become paramount in ensuring the reliability and
precision of the ship’s operations, particularly in dynamic
and unpredictable maritime environments. The idea of this
paper is to introduce a methodology designed to precisely
estimate the magnitude of the identified fault. The primary
objective is to provide a robust and accurate assessment of
the fault’s intensity or extent, allowing for a comprehensive
understanding of its impact on the system.

To this end, let us augmenting the filtered measurement
sensor:

zk =Af∆tCkxk−1 + (I −Af∆t) zk−1

+Af∆tΨkθs +Af∆tvk (3)

where the filtering matrix Af ∈ Rm×m is a positive
definite matrix and ∆t is the sampling time, into (1) and
denoting:

ξk =

(
xk

zk

)
∈ Rn+m and θ =

(
θa
θs

)
∈ Rp+m (4)

which yields:

ξk =Akξk−1 + F(ξk−1) + Bkuk + Ψ̄kθ + w̄k (5)

Yk = Ckξk (6)

where:

Ak =

(
Ak 0

Af∆tCk I −Af∆t

)
∈ R(n+m)×(n+m) (7)

F(ξk−1) =

(
f(xk−1)

0

)
∈ Rn+m (8)

Bk =

(
Bk

0

)
∈ R(n+m)×p (9)

Ψ̄k =

(
Φk 0
0 Af∆tΨk

)
∈ R(n+m)×(p+m) (10)

w̄k =

(
wk

Af∆tvk

)
∼ N (0,Qk) ∈ Rn+m (11)

Ck = (0 I) ∈ Rm×(n+m) (12)

The augmented system represented by equations (5)-(6)
demonstrates the incorporation of sensor fault within the
state space model. This integration provides a comprehen-
sive perspective by encapsulating both sensor and actuator
faults. In the subsequent section, we introduce a robust
algorithm designed to estimate the magnitude of θ in
(5). Notably, this parameter encompasses the combined
influence of sensor and actuator faults, enabling a more
holistic and accurate assessment of the system’s behavior.

3. JOINT FAULT DIAGNOSIS ALGORITHM

In this section, we introduce a robust algorithm designed
for estimating the magnitude of both sensor and actuator
faults by leveraging an adaptive extended Kalman filter
with a forgetting factor. The algorithm represents a versa-
tile and effective tool for fault diagnosis in systems where
real-time adjustments are crucial for maintaining accurate
estimations of sensor and actuator faults. To simplify the
problem, first we linearize the nonlinear function (1) and
define the following linearized matrix:

Fk =Ak +
∂f(ξk)

∂ξk

∣∣∣∣
ξ̂k−1|k−1

(13)

where the last term in the right hand side is simply the
Jacobian matrix of f . Modifying the adaptive Kalman
filter for linear systems presented by Zhang (2018), the
fault parameter and state estimators are given as follow:

θ̂k = θ̂k−1 +ΘkỸk (14)

ξ̂k|k =Akξ̂k−1|k−1 + F(ξ̂k−1|k−1) + Bkuk + Ψ̄kθ̂k−1

+KkỸk +Πk

[
θ̂k − θ̂k−1

]
(15)

The aforementioned estimators incorporate three distinct
gains: Θk, Kk, and Πk. These gains play pivotal roles
in shaping the behavior and accuracy of the estimation
process, each serving a unique purpose in refining the
estimation of fault parameters and system states. The
gains can be obtained from the following recursion:

Pk|k−1 =FkPk−1|k−1F
⊺
k +Qk (16)

Σk = CkPk|k−1C⊺
k (17)

Kk =Pk|k−1C⊺
kΣ

−1
k (18)

Pk|k = [I −KkCk]Pk|k−1 (19)

Πk = [I −KkCk]FkΠk−1 + [I −KkCk] Ψ̄k (20)

Ωk = CkFkΠk−1 + CkΨ̄k (21)

Λk = [λΣk +ΩkSk−1Ω
⊺
k]

−1
(22)

Θk =Sk−1Ω
⊺
kΛk (23)

Sk =
1

λ
Sk−1 −

1

λ
Sk−1Ω

⊺
kΛkΩkSk−1 (24)

The initial set of four equations represents the conven-
tional Kalman filter algorithm, specifically employed to
compute the Kalman gain Kk. This gain is pivotal in
adjusting the state estimate based on the current mea-
surement innovation, ensuring an optimal balance between
the predicted state and the observed measurements. On
the other hand, the subsequent equations are tailored to
calculate gains associated with the parameter estimation
process. These gains incorporate the concept of a forget-
ting factor λ. The introduction of the forgetting factor is
crucial in adapting the algorithm to changing conditions
over time and preventing the undue influence of outdated
information in the estimation process. By incorporating
the forgetting factor λ into the calculations, the algorithm
assigns varying weights to historical data, allowing it to
selectively retain relevant information while gradually dis-
counting less pertinent observations. This adaptive mecha-
nism enhances the algorithm’s ability to track and respond
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uncertainty and potential misinterpretation of the envi-
ronment. Freeze denotes a temporary cessation or unre-
sponsiveness in sensor functionality, further complicating
the accurate perception of the ship’s surroundings. These
fault parameters play a critical role in characterizing and
quantifying the deviations from the expected behavior of
both actuators and sensors. Understanding the implica-
tions of θa and θs allows for a comprehensive assessment of
potential challenges and vulnerabilities in the autonomous
ship system. Addressing and mitigating these fault param-
eters become paramount in ensuring the reliability and
precision of the ship’s operations, particularly in dynamic
and unpredictable maritime environments. The idea of this
paper is to introduce a methodology designed to precisely
estimate the magnitude of the identified fault. The primary
objective is to provide a robust and accurate assessment of
the fault’s intensity or extent, allowing for a comprehensive
understanding of its impact on the system.

To this end, let us augmenting the filtered measurement
sensor:

zk =Af∆tCkxk−1 + (I −Af∆t) zk−1

+Af∆tΨkθs +Af∆tvk (3)

where the filtering matrix Af ∈ Rm×m is a positive
definite matrix and ∆t is the sampling time, into (1) and
denoting:

ξk =

(
xk

zk

)
∈ Rn+m and θ =

(
θa
θs

)
∈ Rp+m (4)

which yields:

ξk =Akξk−1 + F(ξk−1) + Bkuk + Ψ̄kθ + w̄k (5)

Yk = Ckξk (6)

where:

Ak =

(
Ak 0

Af∆tCk I −Af∆t

)
∈ R(n+m)×(n+m) (7)

F(ξk−1) =

(
f(xk−1)

0

)
∈ Rn+m (8)

Bk =

(
Bk

0

)
∈ R(n+m)×p (9)

Ψ̄k =

(
Φk 0
0 Af∆tΨk

)
∈ R(n+m)×(p+m) (10)

w̄k =

(
wk

Af∆tvk

)
∼ N (0,Qk) ∈ Rn+m (11)

Ck = (0 I) ∈ Rm×(n+m) (12)

The augmented system represented by equations (5)-(6)
demonstrates the incorporation of sensor fault within the
state space model. This integration provides a comprehen-
sive perspective by encapsulating both sensor and actuator
faults. In the subsequent section, we introduce a robust
algorithm designed to estimate the magnitude of θ in
(5). Notably, this parameter encompasses the combined
influence of sensor and actuator faults, enabling a more
holistic and accurate assessment of the system’s behavior.

3. JOINT FAULT DIAGNOSIS ALGORITHM

In this section, we introduce a robust algorithm designed
for estimating the magnitude of both sensor and actuator
faults by leveraging an adaptive extended Kalman filter
with a forgetting factor. The algorithm represents a versa-
tile and effective tool for fault diagnosis in systems where
real-time adjustments are crucial for maintaining accurate
estimations of sensor and actuator faults. To simplify the
problem, first we linearize the nonlinear function (1) and
define the following linearized matrix:

Fk =Ak +
∂f(ξk)

∂ξk

∣∣∣∣
ξ̂k−1|k−1

(13)

where the last term in the right hand side is simply the
Jacobian matrix of f . Modifying the adaptive Kalman
filter for linear systems presented by Zhang (2018), the
fault parameter and state estimators are given as follow:

θ̂k = θ̂k−1 +ΘkỸk (14)

ξ̂k|k =Akξ̂k−1|k−1 + F(ξ̂k−1|k−1) + Bkuk + Ψ̄kθ̂k−1

+KkỸk +Πk

[
θ̂k − θ̂k−1

]
(15)

The aforementioned estimators incorporate three distinct
gains: Θk, Kk, and Πk. These gains play pivotal roles
in shaping the behavior and accuracy of the estimation
process, each serving a unique purpose in refining the
estimation of fault parameters and system states. The
gains can be obtained from the following recursion:

Pk|k−1 =FkPk−1|k−1F
⊺
k +Qk (16)

Σk = CkPk|k−1C⊺
k (17)

Kk =Pk|k−1C⊺
kΣ

−1
k (18)

Pk|k = [I −KkCk]Pk|k−1 (19)

Πk = [I −KkCk]FkΠk−1 + [I −KkCk] Ψ̄k (20)

Ωk = CkFkΠk−1 + CkΨ̄k (21)

Λk = [λΣk +ΩkSk−1Ω
⊺
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−1
(22)

Θk =Sk−1Ω
⊺
kΛk (23)

Sk =
1

λ
Sk−1 −

1

λ
Sk−1Ω

⊺
kΛkΩkSk−1 (24)

The initial set of four equations represents the conven-
tional Kalman filter algorithm, specifically employed to
compute the Kalman gain Kk. This gain is pivotal in
adjusting the state estimate based on the current mea-
surement innovation, ensuring an optimal balance between
the predicted state and the observed measurements. On
the other hand, the subsequent equations are tailored to
calculate gains associated with the parameter estimation
process. These gains incorporate the concept of a forget-
ting factor λ. The introduction of the forgetting factor is
crucial in adapting the algorithm to changing conditions
over time and preventing the undue influence of outdated
information in the estimation process. By incorporating
the forgetting factor λ into the calculations, the algorithm
assigns varying weights to historical data, allowing it to
selectively retain relevant information while gradually dis-
counting less pertinent observations. This adaptive mecha-
nism enhances the algorithm’s ability to track and respond
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to dynamic changes in the system, contributing to a more
robust and accurate estimation of parameters.

The measurement error Ỹk is obtained from the following
expression:

Ỹk = Yk − Ck
[
Akξ̂k−1|k−1 + F(ξ̂k−1|k−1)

+Bkuk + Ψ̄kθ̂k−1

]
(25)

The successful convergence of the fault estimate relies
on the continuous excitation of the sequence Ψ̄k. In this
context, convergence is achieved when there are fixed
positive constants κ and ξ that satisfy the following
condition:

0 < κI ≤ Σk
l=k−ξΨ̄

⊺
l Ψ̄l (26)

This requirement ensures that the cumulative inner prod-
uct of the sequence Ψ̄k within the defined range remains
sufficiently distant from zero, thereby ensuring the neces-
sary excitation for the successful convergence of parameter
estimates. Building on the derivation by Zhang (2018),
the satisfaction of (26) indicates that the mathematical
expectations of the estimation errors:

lim
k→∞

E(ξk − ξ̂k|k) = 0 (27)

lim
k→∞

E(θk − θ̂k) = 0 (28)

In summarizing the joint fault diagnosis method, we
present the algorithm as follows:

Algorithm 1 Pseudo-code for joint sensor and actuator
fault diagnosis for autonomous ships

1: procedure JointFaultDiagnosis(ξ̂k|k, θ̂k)
2: Initialization:

P0|0 > 0 ∈ R(n+m)×(n+m)

Π0 ∈ R(n+m)×(p+m)

S0 = ωI ∈ Rp+m

θ̂0 ∈ Rp+m

ξ̂0|0 ∈ Rn+m

Qk ∈ R(n+m)×(n+m)

λ ∈ R(0, 1)
Af > 0 ∈ Rm×m

3: for k = 0, 1, 2, · · · do
4: Calculate Θk, Kk, and Πk based on (16)-(24).

5: Calculate ξ̂k|k and θ̂k based on (14)-(15).
6: end for
7: end procedure

4. NUMERICAL SIMULATIONS

In this section, we perform system modeling and numerical
simulation. The latter is executed using a model of a
small unmanned surface vessel (ASV) named Otter, which
has been developed by Maritime Robotics. The Otter,
designed as a catamaran ASV (depicted in Figure 2), is
equipped with electric thrusters powered by up to four
interchangeable battery packs. Matlab code for the simula-
tions is available here: https://github.com/agushasan/
sensorandactuatorfaults/.

Fig. 2. The Otter (left) and its coordinate modelling.

Positioned at the rear of the vehicle are two fixed pro-
pellers that contribute to its motion. Despite its capability
for diverse maneuvers, the Otter is classified as under-
actuated, as it possesses fewer actuators than degrees of
freedom. The forward propulsion of the ASV requires both
propellers to generate equal thrust. Conversely, differential
thrusts from the propellers enable left or right maneu-
vers, demonstrating the dynamic control capabilities of
the vehicle. The integration of these components enables
us to establish a robust representation of the system and
simulate its behavior under faulty conditions. This ap-
proach ensures a thorough and reliable analysis, aligning
theoretical modeling with empirical evidence derived from
practical applications involving the Otter ASV. The Otter
dynamics can be described using the following ordinary
differential equations:

ṗ(t) =U(t) cos(χ(t)) + w1(t) (29)

q̇(t) =U(t) sin(χ(t)) + w2(t) (30)

U̇(t) = a(t) + w3(t) (31)

χ̇(t) = r(t) + w4(t) (32)

These equations encapsulate the temporal evolution of
fundamental state variables. In this context, p(t) and q(t)
symbolize the spatial coordinates of the ASV, U(t) rep-
resents its velocity, and χ(t) describes its heading angle.
The variables a(t) and r(t) signify the acceleration and
rate of course angle, respectively, and are regarded as the
control inputs. The inclusion of noises w1(t), w2(t), w3(t),
and w4(t) is introduced to model inaccuracies within the
system. This modeling framework serves as the basis for
conducting numerical simulations and subsequent analysis,
facilitating a deeper understanding and prediction of the
Otter ASV’s behavior under varying conditions. We as-
sume we can measure all variables using the sensor system,
such that the measurement matrix is given by C = I4.

The augmented fault parameter in sensor and actuator is
denoted by:

θ= (θa1 θa2 θs1 θs2 θs3 θs4)
⊺ ∈ R6 (33)

In this context, the parameters θa1 and θa2 exert an influence
on the control inputs a(t) and r(t), respectively. Simulta-
neously, the parameters θs1, θ

s
2, θ

s
3, and θs4 have an impact

on the sensor inputs corresponding to p(t), q(t), U(t), and
χ(t), respectively. In essence, θa1 and θa2 contribute to shap-
ing the behavior of the control inputs, while θs1, θ

s
2, θ

s
3, and

θs4 influence the sensor inputs associated with various state
variables. By discretizing the Otter model represented by
equations (29)-(32), introducing fault parameters θ, and

incorporating the filtered measurement equation into the
model, we derive:

pk = pk−1 +∆tUk−1 cos(χk−1) + ∆tw1
k (34)

qk = qk−1 +∆tUk−1 sin(χk−1) + ∆tw2
k (35)

Uk =Uk−1 +∆t(1− θa1)ak +∆tw3
k (36)

χk = χk−1 +∆t(1− θa2)rk +∆tw4
k (37)

z1k = 4∆tpk−1 + (1− 4∆t)z1k−1 + 4∆tθs1 + 4∆tv1k (38)

z2k = 4∆tqk−1 + (1− 4∆t)z2k−1 + 4∆tθs2 + 4∆tv2k (39)

z3k = 4∆tUk−1 + (1− 4∆t)z3k−1 + 4∆tθs3 + 4∆tv3k (40)

z4k = 4∆tχk−1 + (1− 4∆t)z4k−1 + 4∆tθs4 + 4∆tv4k (41)

Here, for pedagogical consideration we select Af = 4I.
The discrete-time representation (34)-(41) resembles (1)
with:

Ak =

(
I 0

4∆tI I − 4∆tI

)
∈ R8×8 (42)

F(ξk−1) =

(
∆tUk−1 cos(χk−1)
∆tUk−1 sin(χk−1)

0

)
∈ R8 (43)

Bk =

(
B
0

)
∈ R8×2 (44)

B =

(
0 0 ∆t 0
0 0 0 ∆t

)⊺

∈ R4×2 (45)

Ψ̄k =

(
−Bdiag(uk) 0

0 4∆tI

)
∈ R8×6 (46)

w̄k =

(
∆twk

4∆tvk

)
∼ N (0,Qk ∈ R8) (47)

Utilizing the joint fault estimation algorithm detailed in
Section 3, the resulting estimated state under sensor and
actuator faults is illustrated in Figure 3. The visualization
provides insights into the impact of faults on the trajec-
tory, velocity, and course angle of the autonomous ships.
Examining Figure 3, it becomes evident how sensor and
actuator faults influence the behavior of the autonomous
ships. The trajectory, velocity, and course angle exhibit
deviations from the expected values due to the introduced
faults. This visual representation not only highlights the
efficacy of the joint fault estimation algorithm in capturing
and quantifying these deviations but also offers a tangible
depiction of the disturbances caused by sensor and actua-
tor faults in the autonomous ship dynamics. The analysis
of such visualizations plays a crucial role in understanding
the algorithm’s performance and its ability to mitigate the
effects of faults on the system. Note that our proposed
Algorithm 1 involves two primary tuning parameters: the
forgetting factor λ and the filtering matrix Af . In the
subsequent simulations, we examine the impact of these
tuning parameters on the estimation process.

By manipulating the value of the forgetting factor λ, as
can be seen from Figure 4, the fault estimation exhibits
varying transient responses. Notably, a higher value of λ
corresponds to a reduced overshoot in the fault estimation;
however, it comes at the expense of a slower response. The
forgetting factor λ plays a crucial role in influencing the
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Fig. 3. The evolution of the states under sensor and
actuator faults.

algorithm’s adaptability to changes in the system. When λ
is set to a higher value, the algorithm tends to place greater
emphasis on recent measurements, resulting in a more
conservative response with lower overshooting tendencies.
Conversely, a lower value of λ enables the algorithm to
adapt more swiftly to dynamic changes, leading to a faster
response but potentially allowing for higher overshoot in
the fault estimation. This trade-off between overshoot and
response speed underscores the importance of tuning the
forgetting factor based on the specific requirements and
characteristics of the system.

Fig. 4. Fault estimation for different value of λ.

When we vary the eigenvalues of matrix Af , as shown in
Figure 5, it becomes evident that higher eigenvalues result
in a transient response characterized by a larger overshoot.
Conversely, in cases where the eigenvalues of Af are lower,
a more favorable and responsive behavior is observed. The
eigenvalues of Af play a significant role in shaping the
dynamics of the system. Higher eigenvalues indicate a
faster rate of growth in the system’s response, leading to a
more pronounced overshoot during the transient phase. On
the other hand, lower eigenvalues signify a more subdued
response, which often translates to a reduced overshoot but
may come at the expense of slower dynamics. In practical
terms, the choice of eigenvalues for Af involves a trade-
off between achieving a swift response and minimizing
overshoot. Depending on the specific requirements of the
system and the desired performance characteristics, select-
ing lower eigenvalues for Af can yield a more favorable
response, balancing the need for responsiveness without
compromising on stability.
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incorporating the filtered measurement equation into the
model, we derive:
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k (34)

qk = qk−1 +∆tUk−1 sin(χk−1) + ∆tw2
k (35)

Uk =Uk−1 +∆t(1− θa1)ak +∆tw3
k (36)

χk = χk−1 +∆t(1− θa2)rk +∆tw4
k (37)

z1k = 4∆tpk−1 + (1− 4∆t)z1k−1 + 4∆tθs1 + 4∆tv1k (38)

z2k = 4∆tqk−1 + (1− 4∆t)z2k−1 + 4∆tθs2 + 4∆tv2k (39)

z3k = 4∆tUk−1 + (1− 4∆t)z3k−1 + 4∆tθs3 + 4∆tv3k (40)

z4k = 4∆tχk−1 + (1− 4∆t)z4k−1 + 4∆tθs4 + 4∆tv4k (41)

Here, for pedagogical consideration we select Af = 4I.
The discrete-time representation (34)-(41) resembles (1)
with:
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)
∼ N (0,Qk ∈ R8) (47)

Utilizing the joint fault estimation algorithm detailed in
Section 3, the resulting estimated state under sensor and
actuator faults is illustrated in Figure 3. The visualization
provides insights into the impact of faults on the trajec-
tory, velocity, and course angle of the autonomous ships.
Examining Figure 3, it becomes evident how sensor and
actuator faults influence the behavior of the autonomous
ships. The trajectory, velocity, and course angle exhibit
deviations from the expected values due to the introduced
faults. This visual representation not only highlights the
efficacy of the joint fault estimation algorithm in capturing
and quantifying these deviations but also offers a tangible
depiction of the disturbances caused by sensor and actua-
tor faults in the autonomous ship dynamics. The analysis
of such visualizations plays a crucial role in understanding
the algorithm’s performance and its ability to mitigate the
effects of faults on the system. Note that our proposed
Algorithm 1 involves two primary tuning parameters: the
forgetting factor λ and the filtering matrix Af . In the
subsequent simulations, we examine the impact of these
tuning parameters on the estimation process.

By manipulating the value of the forgetting factor λ, as
can be seen from Figure 4, the fault estimation exhibits
varying transient responses. Notably, a higher value of λ
corresponds to a reduced overshoot in the fault estimation;
however, it comes at the expense of a slower response. The
forgetting factor λ plays a crucial role in influencing the
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algorithm’s adaptability to changes in the system. When λ
is set to a higher value, the algorithm tends to place greater
emphasis on recent measurements, resulting in a more
conservative response with lower overshooting tendencies.
Conversely, a lower value of λ enables the algorithm to
adapt more swiftly to dynamic changes, leading to a faster
response but potentially allowing for higher overshoot in
the fault estimation. This trade-off between overshoot and
response speed underscores the importance of tuning the
forgetting factor based on the specific requirements and
characteristics of the system.
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When we vary the eigenvalues of matrix Af , as shown in
Figure 5, it becomes evident that higher eigenvalues result
in a transient response characterized by a larger overshoot.
Conversely, in cases where the eigenvalues of Af are lower,
a more favorable and responsive behavior is observed. The
eigenvalues of Af play a significant role in shaping the
dynamics of the system. Higher eigenvalues indicate a
faster rate of growth in the system’s response, leading to a
more pronounced overshoot during the transient phase. On
the other hand, lower eigenvalues signify a more subdued
response, which often translates to a reduced overshoot but
may come at the expense of slower dynamics. In practical
terms, the choice of eigenvalues for Af involves a trade-
off between achieving a swift response and minimizing
overshoot. Depending on the specific requirements of the
system and the desired performance characteristics, select-
ing lower eigenvalues for Af can yield a more favorable
response, balancing the need for responsiveness without
compromising on stability.
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Fig. 5. Fault estimation for different value of Af .

5. CONCLUSION

In this paper, we have introduced a unified hybrid ap-
proach algorithm dedicated to joint sensor and actuator
fault diagnosis. The algorithm leverages a versatile model
capable of detecting faults in both actuator and sensor
systems. It is important to highlight that the utilization
of higher fidelity models can enhance fault localization
precision, allowing the algorithm to be tailored to spe-
cific system intricacies. The algorithms are equipped with
tuning parameters, providing flexibility for adjustments
that contribute to an improved convergence rate, a critical
factor in achieving accurate fault diagnosis. Our approach
is substantiated through numerical simulations, effectively
demonstrating the proficiency of the algorithm in accu-
rately estimating fault magnitudes. The results underscore
its robustness across a spectrum of simulated scenarios,
affirming its potential suitability for deployment in au-
tonomous systems. Future works will focus on refining and
expanding upon the presented algorithms. This includes
investigating their adaptability to diverse system architec-
tures and fault types, optimizing tuning parameters for
specific applications, and addressing real-time implemen-
tation challenges.
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